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Allowed virtual machine size SKUs

Cloocus

Policy definition

[ Assign | Duplicate definition G Export definition
~ Essentials
Name » Allowed virtual machine size SKUs Definition location
Description : This policy enables you to specify a set of virtual machine size SKUs that your organization can deploy. Definition 1D
Available Effects @ Deny Type
Category . Compute Mode
Definition Assignments (0) Parameters

1

2 "properties”: {

3 "displayMame”: "Allowed virtual machine size SKUs™,

4 "policyType™: "BuiltlIn”,

5 "mode"”: "Indexed",

6 "description™: "This policy enables you to specify a set of virtual machine size SKUs that your organization can deploy.”,

7 "metadata”: {

3 "version”: "1.8.1",

9 "category”: "Compute”

16 %

11 "parametars”: {

12 "1istOfAllowedSKUs™: {

13 "type": "Array”,

14 "metadata”: {

15 "description™: "The list of size SKUs that can be specified for virtual machines.”,

16 "displaytame”: "Allowed Size SKUs",

17 "strongType"”: "WMSKUs™

18 3

19 T

28 Ta

21 "policyRule™: {

22 it

23 "allof": [

24 {

25 "field": "type”,

26 "equals": "Microsoft.Compute/virtualMachines”

I
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Subnets should be associated with a Network Security Group

Policy definition
= assign
A Essentials

Mame

Description

Available Effect

Category

Definition

{

=T - = R R = I A

’ Edit definition |E Duplicate definition f Delete definition <& Export definition
. Subnets should be associated with a Network Security Group Definition location
: Protect your subnet from potential threats by restricting access to it with a Network Security Group (NSG). NSGs contain a list of Ac... Definition |D
s @ AuditifMotExists, Disabled Type
© Security Center Mode

"properties”: {

Assignments (0} Parameters

"displayMame": "Subnets should be associated with a Network Security Group™,
"policyType”: "BuiltIn”,
"mode™: "All",
"description”: "Protect your subnet from potential threats by restricting access to it with a Network Security Group (NSG).
"metadata”: {
"version”: "3.8.8",
"category”: "Security Center”
Ts
“parameters”: {
"effect”: {
"type": "String"”,
"metadata”: {
"displayMame": "Effect”,
"description”: "Enable or disable the execution of the policy”
¥
"allowedValues™: [
"AuditIfNotExists™,
"Disabled"”
1.
"defaultValue": "AuditIfNotExists”
}
Ts
"policyRule™: {
"ifte {
"field”: "type”,
"equals": "Microsoft.Network/virtualNetworks/subnets"”
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Allowed locations
Policy definition
[ Assign | Duplicate definition & Export definition
/\ Essentials
Name . Allowed locations Definition location : --
Drescription . This policy enables you to restrict the locations your organization can specify when deploying resources, Use to enforce your geo-c... Definition ID : /providers
Available Effects : Deny Type ; Built-in
Category : General Mode ¢ Indexed
Definition Assignments (0) Parameters

1

2 "properties”: {

3 "displayMame": "Allowed locations”,

4 "policyType™”: "BuiltIn",

S "mode": "Indexed"”,

6 "description”: "This policy enables you to restrict the locations your organization can specify when deploying resources. Use to enfg

7 "metadata”: {

8 "version”: "1.8.8",

9 "category": "General”

18 Is

11 "parameters”: {

12 "listOfAllowadlocations™: {

13 "type": "Array",

14 "metadata”: {

15 "description”: "The list of locations that can be specified when deploying resources.”,

16 "strongType": "location”,

17 "displayhlame”: "Allowed locations”

18 3

19 1

28 Is

21 "policyRule™: {

22 "iftr

23 "allof": [

24 {

25 “fisld": "location”,

26 "notIn": "[parameters('listOfAllowedLocations')]"

27 s
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Audit usage of custom RBAC rules

Policy definition
=+ assign
~ Essentials
Name

Description

? edit definitior |E Duplicate definition j Dele tion < Export definition

1 Audit usage of custom RBAC rules

: Audit built-in roles such as "Owner, Contributer, Reader’ instead of custom RBAC roles, which are error prone. Using custom roles is ...

Awailable Effects @ Audit, Disabled

Category

Definition

18
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
3a
31
32
33
34

: General

Assignments (0} Parameters
curesgy v
s
"parameters": {
"effect": {
"type": "String",
"metadata”: {
"displayName": "Effect”,
"description”: "Enable or disable the execution of the policy”
Is
"allowedValues": [
"Audit”,
"Disabled”
1,
"defaultValue™: "Audit"
1
ta
"policyRule™: {
tifTr
“allof™: [
{
“fisld": “type",
"equals": "Microsoft.Authorization/roleDefinitions”
1
{
“field": "Microsoft.Authorization/roleDefinitions/type”,
"equals": "CustomRole"

Definition location : --

Definition D : fprovider]
Type : Built-in
Mode Al

Cloocus

B" Microsoft




I Azure Devops — H| Z7}%3}

DevOps &5l Cl/CD 7%

™ Infrastructure as code

- ST SE H
- Q1™ QAF HASHD MEY 5= 0 BHEX QI WO 2 Hifx
« 3t JIA| M JHEERF B8 M S YA
- izt FHolE OfEE(AH 0| REQt SUH ME
¥ AE g 9 X|5XQl Hi = (Cl & CD)
- AtS2HE Solf HiZ 7t 3t
- 22I2E 21 DevOps2| E3t

>

« ex) Terraform, Azure ARM template

Cloocus

Azure =4 Sl AH|A

ojaA 2| X " EE
Azure PowerShell

Azure CLI

Azure Policy

2| AA =59 & EfA

Azure DevOps

GitHub — Azure GitHub Actions

Azure Automation




Landing Zone &
Azure Devops — H| Z7}%3}

ﬁ Azure Resource Manager A

Il
re
K]
ri
An

A\ =222
® o G

Azure AD 05 Metrics Resource Check
[Authentication) Access Token
I e D ey . :—; }u};ﬂ _— Al
Metrics Activity Log
MSP 2HEH I:' DevOps (BT o HE)
i Rest AP E _It
11 Code Commit 0 l;jcu:l - f > Rezource Health Maintenance
» Repas(Git) ®  Pipeline Raw Data
e > P [Releass)

| Cloocus 2% DB
o Alert =45 HoH
3 2.0] Clzocus Monitoring Webh ook

|

. [ 2] | E i; SQL Server Table

IEN-E & &) | el WA [ e ——— =
™~ Logic Apps | Slack Teams
an o * soei :
w2 BT - | -

Cutlock  Webhook HelpDesk Monthly Report PowerEl
[Desktop)

Cloocus | B® Microsoft



| 22192 yojglz =7

&) Azure = AHH EHA 22| S ?{SH0] CHEat

H| & Zt2 HOt 7|&E Identity 7| & 2| AA UatN Hj = 7p23)
Azure Blueprint Azure Blueprint Azure Blueprint Azure Blueprint Azure Blueprint
Azure Policy Azure Policy Azure RBAC Azure Policy Azure Policy
Azure Cost Management  Azuyre Security Center Azure AD Azure Monitor 2| A EjA
Azure Advisor Azure Sentinel Azure AD B2B HY = ARM B Z 2l

e B Azure AD B2C DSC Azure DevOps
Cl2E 2| I ej o] ROOlE &te| Azure Site Recovery
ClEE 2 =X NI} Azure Backup

Azure Automation

Cloocus B" Microsoft



I %EI"CI)'EQ-I' laC ohof 4 T ©

YEN O s A3E
Json € a7 Y,
{ > 45 OR 7l H=(3) 18 "variables": {},
.. M 19 "resources": [
Activity Log =270 20 {
A I E~EQ) 21 "type": "Microsoft.Compute/virtualMachines™,
Deployment Template [parameters('virtualMachines_spide 22 "apiVersion": "2019-@7-e1",
(Microsoft.Compute/virtualMachin 23 "name": "[parameters('virtualMachines_spiderDB_name')]",
} 24 "location": "koreacentral",
25 "properties": {
26 "hardwareProfile": {
27 "vmSize": "Standard_D2s_v3"
28 },
B8 14
\/
¥ GitHubOlIA ME i Ho| 7t 27|
Json O =% o| 0l th3t XIS B2
{ 1 {
Activity Log : Audit 2 "mode": "All",
) 3 "policyRule":
Deployment Log : Deny petey {
4 if": {
} 5 "allof": [
6 {
7 "field": "type",
8 "equals": "Microsoft.Network/networkSecurityGroups/securityRules"”
9 }
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[Cloud Adoption Frameworks]

D T Title

1 Wi Cloud Adoption Strategy

2 Wi Cloud Adoption Plan

3 W Cloud Ready

5 W Cloud Migration

6 W First Workload

7 W First Host

8 W Workload Template

9 ¥ Landing zone creation

10 W Define the Cloud Adoption Plan

11 W Define Adoption Strategy
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